Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday June 04, 2025

(Reported on June 05, 2025)

Government
FBI: Play ransomware breached 900 victims, including critical orgs
Read more at Bleeping Computer

US Commerce Secretary Defends Export Controls Crackdown
Read more at GovInfoSecurity

Financial Institutions
Hacker arrested for breaching 5,000 hosting accounts to mine crypto
Read more at Bleeping Computer

UAE Central Bank Tells Fls to Drop SMS, OTP Authentication
Read more at BankinfoSecurity

Healthcare
Why Identity Security Still Lags in Healthcare Sector
Read more at HealthcarelnfoSecurity

TikTok Live Incident Results in Termination and Board of Nursing Investigation
Read more at TheHIPAAJournal

Other
Phishing e-mail that hides malicious link from Outlook users, (Wed, Jun 4th)
Read more at SANS

Two certificate authorities booted from the good graces of Chrome
Read more at Arstechnica

Google Exposes Vishing Group UNC6040 Targeting Salesforce with Fake Data Loader App
Read more at TheHackerNews

Vishing Crew Targets Salesforce Data
Read more at DarkReading

Chaos RAT Malware Targets Windows and Linux via Fake Network Tool Downloads
Read more at TheHackerNews
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https://www.bleepingcomputer.com/news/security/fbi-play-ransomware-breached-900-victims-including-critical-orgs/
https://www.govinfosecurity.com/us-commerce-secretary-defends-export-controls-crackdown-a-28587
https://www.bleepingcomputer.com/news/security/hacker-arrested-for-breaching-5-000-hosting-accounts-to-mine-crypto/
https://www.bankinfosecurity.com/uae-central-bank-tells-fis-to-drop-sms-otp-authentication-a-28589
https://www.healthcareinfosecurity.com/interviews/identity-security-still-lags-in-healthcare-sector-i-5480
https://www.hipaajournal.com/tiktok-live-termination-board-of-nursing-investigation/
https://isc.sans.edu/diary/rss/32010
https://arstechnica.com/security/2025/06/chrome-boots-2-certificate-authorities-citing-a-lack-of-trust-and-confidence/
https://thehackernews.com/2025/06/google-exposes-vishing-group-unc6040.html
https://www.darkreading.com/application-security/vishing-crew-salesforce-data
https://thehackernews.com/2025/06/chaos-rat-malware-targets-windows-and.html

News from Wednesday June 04, 2025
(Reported on June 05, 2025)

35K Solar Devices Vulnerable to Potential Hijacking
Read more at DarkReading
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https://www.darkreading.com/vulnerabilities-threats/35k-solar-devices-internet-exposure-hijacking

